OREGON STUDENT DATA PRIVACY AGREEMENT
Version 1.0

Beaverton School District

and

Nearpod Inc.

May 9, 2019



Thas Ovegon Student Data Privacy Agreement ("DPA®) is conered ino by and betwoen the
Insert School Disrict Name  (hereinafter referred 1o as “LEA") snd Nearpod Inc., a Delaware

COrporation
(Bereinafier referred to as "Provider™) on 4712019 . The Parties agree 10 the 1orms as stated
herein

RECITALS

WHEREAS, the Provider has agreed 10 provide the Local Edecation Agency ("LEA™) with certain
digital educational services (“Services™) parsuant to a comact dsted |nsert Date ("Servive
Agreement )k and

WHEREAS, in order o provide the Servioes described in the Service Agreement, the Provider may
receive of create and the LEA may provide documents or data that are covered by several foderal
statutes, among them, the Federad Educational Rights and Privacy Act ("FERPA™) at 20 US.C. 1232g
(34 CFR Part 99), Children's Online Privacy Prosection Act ("COPPA™) 15 US.C. 6501.6506;
Protection of Pupil Rights Amendment (“PPRA™) 20 US.C. 1232h; and

WHEREAS, the docements and data sransferred from LEAs and creased by the Provider’s Services aece
also subject 10 several state student privicy laws, inchading SB 187, Oregon Student Inforssation
Protection Act ("OSIPAT), Or. Rov. Stat, § 646,607 - 646.652; Or. Rev. Stat. § 326,565, et sog (Stodent
Recoeds); and

WHEREAS, this Agreement comglies Ovegon laws sed Foderal Law,

WHEREAS, the Parties wish 10 enter into this DPA to ensare that the Service Agreement condorms to

e requirements of the privacy laws refierred o above and 10 establish implementing procedures and
Suties; s

WHEREAS, the Provider may, by sigeing the “General Offer of Privacy Toerms®, agree 10 allow other
LEAs in Oregon the oppoetunity 10 accept and enpoy the henefits of this DPA for the Services described
berein, without the need 10 negotiane terms b a separate DPA,

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

ARTICLE I: PURPOSE AND SCOPE
L Purpess o{ DPA. The purpose of this DPA is 10 describe the dutics and responsibilities o
protect student data transmitted 10 Provider from the LEA purssant %0 the Service Agreoment,
including compliance with ail applicable stae privacy statuies, includiag the FERPA, PPRA.
COPPA, OSIPA and other applicable Oregon State laws, all as may be amended from tme 10
time. In performing these services, the Provider shall be coasidered a School Official with a
legitimate educational inerest, and performieg services otherwise provided by the LEA.

3. Natucc ol Seovices Ecovided. The Provider has agreed 10 provide the following digieal
educational services described below and xs may be farther outlined in Exbibit “A” bereto:

insert Description
Oregon Dits Provacy Agreement V 1 0 |



X Swedent Data o Be Provided. In onder 1w perform the Servioes described in the Service
Agreement, LEA shall provide the categories of data described delow or as indicated in the
Schedule of Data, atached hereto as Exhibit "B

Insert Descripion

4. DEA Definitions The definition of terms used i this DPA is found @ Exhibit “CT, la the event
of & conflict, defimitions wsed in this DPA shall peeval over term usod i the Service Agrecment,

ARTICLE 11 DATA OWNERSHIP AND AUTHORIZED ACCESS

L. Sisdent Data Property of LEA All Soadent Duaa transmined 50 the Pronader pursssant o the
Service Agreement is and will continue 1 be the property of and under the control of the LEA
The Provider farther ackaowlodges and agrees thae all coples of such Stadent Daga transmited o
the Provider, including any modifications or additons or any portion thereof from any source,
are subject 10 the provisions of this Agroament in the same manner as the onginal Student Data
The Partics agroe that as betwoon them, all nghes, including all inicllectual property rights in and
8 Stodent Data consemplased per the Senvice Agroement shall romain the exclusive proporty of
e LEA, For e parpases of FERPA, the Provider shall be considered a School Official, snder
the control and direction of the LEAs as it pertains %0 the use of Stadent Data notwithstanding
the above. Provider may transfer pupil-generated content 1o a separate account, acooeding 10 the
procedares set forth below.

2. Bacsot Asceay. LEA sball establish reasonable procodures by whach a parent. legal guardian, or
cligible student may review Stadent Daga on the pupel's reconds, comoct crroncoss imformation,
and procedures Tor the transicr of puptl-genctmed conlet 1o a personal accoust, consistent with
the feactionality of services. Provider shall respond in a reasonably tescly manner (and so laer
than 45 days from the date of the request) 1o the LEA"s request foe Student Data in a pupil's
reconds held by the Provider 10 view or correct as necessary . In the event that a parent of a pupil
or other individual contacts the Provider 10 review any of the Student Data acoessed pursuant 1o
the Services, the Provider shall refer the paront or individeal 10 the LEA, who will follow the
nocessary and peoper procedures roganding the roquested information,

3. Scoarats Accoust Provader shall, at the request of the LEA, trassfer Student Generated Costent
10 & separme stadens acoount.

4. Third Party Reguest. Should a Third Pany., inclofiag law endorcement and government
entities, contact Provider with o roguest for data hold by the Provider pursuast o the Scrvices,
the Provider shall redirect the Third Party 10 request the data dircctly from the LEA, Provider
shail notfy the LEA in advance of a compelled disclosure 10 2 Thind Parmy unless legally
prohibited. The Provider willl not use, desclose, compile, transfer, sell the Stadem D andlor
any portion thereof 10 any third party or other caity or allow amy other third party or other eatity
10 use, disclose, compile. transfer or sell the Soadent Data and/or any poetion thereof.

"
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S No Usamtberized Use. Provider shall not wse Student Data for any purpose other than as
explicithy specified in the Service Agreement.

6 Subgrocessany. Provider shall enter bsto wrisien agreements with all Subpeoccssoes performang
functions pursuaet to the Scrvice Agreement, whereby the Subpeocessoes agree o prosect
Stodent Data in mareer comsistent with the terms of this DPA.

ARTICLE 111: DUTIES OF LEA

\. Previde Data ln Compliance With FERPA, 1EA shall provide data foe the purposes of the
S«\xel\gmmalmowvhnx with FERPA. COPPA, PPRA. OSIPA aad all ather Oregon
privacy statutes quoted im this DPA.

L Anssal NotiGeatien s Rishis. 11 the LEA has a policy of dsclosing education records under 4
CFR § 9931 (8) (1), LEA shall include a specification of criteria for determining who constivees
a school official and what constitetes a legitimate educational interest in its Annual notification
of rights, and determine whether Provider qualifies as a school official.

A Boasonable Precautions. | FA shall take reasonable precautions 10 secure usermames,
passwords, and any other means of gaining access 10 the services and hosted dma

4. Unawthorized Accoss Notilication |EA shall sotify Provider prompdly of any known or
suspeciod unasthorized access. LEA will assist Provider in any efforts by Provider 10 investigme
and respond 10 any usauthonized access.

ARTICLEIV: DUTIES OF PROVIDER

1. Eoisacy Compliance The Provider shall comply with all applicable State and Federal laws and
regulations pertaining 10 Sats peivacy and security, inchading FERPA, COPPA. FPRA. OSIPA
and all other Oregon privacy stanses idestaficd m thas DPA.

2. Authorized Use The data shaercd purssant 10 the Service Agreement, inchading persistent unique
sdentitiers, shall be used for no purpose other than the Services stated in the Service Agreemsent
and'or otherwise authorizod wnder the statutes referred %o in ssbsection (1), above.

1. Emplsree Oblization Provider shall require all coployoes s agents who have acoess 1o
Student Data o comply with sl applicable peovisions of this DPA with respoct o the dita shared
under the Service Agreement. Provider agrees 1o roguire and mamain s appeopriak
confidentiality agroement from cach employee or agent with access 1o Ssadent Data pursuant 30
the Scrvice Agreoment.

4. No Disclasure, De-sdentificad information may be used by the Provider for the purposes of
rescarch, and improvesnent of adecational sites, sorvices, o spplications, as any
other member of the public o party would be able 10 wse de-adentificd data persuant 1o 34 CFR
F9.31(0). Provider agroes not 10 attempt 50 re-identifly de-identifiod Seaden Duna sad not to
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tranesfer de-identified Stodent Duta to any party unless (2) that party agrees ks writing sot o

attempt re-identification, and (b) prior writsen notice Bas been given 1o Insen School District Name
who has prosided prior wiimien consent for such tramsdor. Provider shall not copy. reproduce or
trannil any data obtined under the Service Agreement and/or any portion thereof, except as
necessary 10 Tulfill the Service Agroement

S Disposition of Data. Provider shall despose or delese all Student Daza obaained under the Service
Agreement when it is no loager neoded for the purpose for which it was obtained and sassfer
said data 10 LEA or LEA's designee within sixty (60) days of the dase of iermsiaation and
according 10 2 schedule and procedure as the Parties may reasonably agree. Nothing in the
Scrvice Agreoment authorizes Provider 10 maintain Stodent Data obtained under the Service
Agrecment beyond e time period reasonably noeded to complese the disposition. Disposition
shall inclode (1) the shredding of any hard copies of any Stodem Data: (2) Erasing; or (3)
Otherwise moditying the persoaal information in those recoeds %0 make it unreadable or
indecipherable. Provider shall provide wistien notification 1o LEA when the Ssadent Data has
been disposed. The duty %o dispose of Student Daga shall not extend to data that has been de-
wentified or placed in a separme Stadent account, purssant 10 the other ieems of the DPA, The
LEA may employ a “Directive for Disposition of Data™ FORM, (amached hereto as Exhibir D7)
Upon rocoipt of a request from the LEA. the Provider will immsediately provide the LEA with
any specifiod poction of the Student Duta within three (1) calendar days of receipt of said
roguest.

6. WMW&MMMNMWMD“)W
or advertise 10 students or famibies/gussdians, (b) inform, influence, or enable
advertising, or other commercial efforts by a Provider: (¢) develop a profile of a student, family
member'guardian or group, for any commercial purpose other than providing the Service 1o
Client; og (d) use the Student Data for the development of commercial products oc services, other
than & nocessary 1o provide the Service 1o Client. This soction does not prohibit Provider from
gencrating legitimate personalized lcansng recommendations,

ARTICLE Vi DATA FROVISIONS

L. Data Sceurity. The Provider agrees 10 abide by and maintain adeguaie data secunty measures,
consistent with lndustry standards and sechaology best practices, o prosect Student Data from
urauthorized disclosure or acguisition by an unasthorizod person. The general secunty duties of
Provader are st forth bodow, Provader may further dotad 1ts security programs and measures in_
Exhadat “F” bereto. These measures shall include, bat are not limited to:

2. Pavwwords and Employce Accoss. Provider shall secure wiernames, passwords, sed sy
other means of galaing 20cess 10 the Services o to Svadest Data, & a level suggesed by
Article 4.3 of NIST $00-63-35. Provider shall caly provide access 1o Svademt Dasa to
cmployees or comtractons that are performing the Sernvices. Employecs with access 10
Stadent Data shall Bave signed confidentiality agrecments reganding said Student Data,
All comployoes with acoess 1o Stedost Recoeds shall pass criminal backgroumd chocks,

b. Destrection of Data, Provider shall destroy of Selete all Stodent Duta obtained underthe
Service Agreement when it bs 2o longer necdad for the purpose foe which it was obtaincd
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o transfer said duta to LEA or LEA's designee, according (o a schedulke sad procedure s
the partics may reasonably agree. Nothing in the Service Agrecmen authorzes Provider
%o maintsn Stodent Data beyond the tiene period reasamably needod w complete e
S

€. Sccurity Protecels. Ihoah partses agrec 1o ssaintsss socurity peotocols that mect induastry
best practices in the transfer or transmission of any data, includiag casuring that daes may
only be viewed or accessed by parties legally allowed 10 do so. Provider shall maintain all
data obtained or generited pursuast to the Service Agreement in 2 secure compuser
environmoent and aot copy, reproduce, or transmit data obtained pursaant 10 the Service
Agreement, except as necessary 10 flfill the purpose of dota requests by LEA

d. Empleryee Training The Provider shall provide periodic security training so those of its
employees who operate or have acoess 1o the system. Further, Provider shall peovide
LEA with contact mformation of an caployoe who LEA may contact if these arc any
SOCULILY CONCONER OF QUESTIONS.

e. Security Technology. When the service is accessed using 2 suppontad web browser,
Secure Socket Layer ("SSL™) or equivalent 1echnodogy shall be employed 10 protect dasa
from wnathorized aceess. The service security measures shall inclode server
authentication and data encryption. Provider shall host data purssant 1o the Service
Agrecment in an envirommment using a fecwall that is periodically updined accoeding %o
indwitry standasds.

L Sceurity Coordinator. Provider shall provide e name and comact sformation of
Pronvider’s Secunity Cooedinator for the Student Data received paesuant 10 the Service
Agreement.

g Subprecessors Bownd. Provider shall enter into writhen agreoments whoreby
Subprocessors agroe 10 secwre and protect Student Data in & manner consistent with the
terms of this Arscle V. Provider shall periodically condect of review complance
monnoneg sad ssessments of Subpeocessoes 10 determuae their complissce with this
Article.

A Periedic Risk Assessment. Provider Furthor acknowlodges and agrees o conduct
periodic risk assessments and remediate any identified security and privacy
vulnerabilitics in a temely manner,

L Backups. Provider agrees o maioaln backep copees, backod up o Jeast dally, of Stadem
Data an case of Provider's system fatluare of any other anforescen event resulting in ks
of Student Data or any portion thereof.

§ Audits, Upon recoipt of a writien request from the LEA, reccived ot Ieast thirty (30) dans
in advamce, the Contracior will allow the LEA %o audit the socunty and privacy messures
that are in place 10 ensure protection of the Student Recond o any portion thereod. Such
sadit will be at the sole expense of the LEA aad will be conducted during noemal
business hours zad i a rcasonable manner. The Contracsor will cooperate ressonably
with the LEA snd sy local, stase, or fedoral agency with oversight authority parisdiction
in connection with any audit or investigation of the Provider andior delivery of Senvices
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10 students andior LEA, and shall provide ressonable access %o the Contractor’s facilities,
sl agents and LEA's Stodem Dats and all rocords pertaining %o the Contractor, LEA
and delivery Services 10 the LEA. Failure 1o cooperate with the requirements berein may
be decaned 2 manerial beeach of this Agroement. Audits may be conducted 8o more than
omoe per calemdar year, except in the case of a verified breach. Access 10 LEA will be
provided 10 the exaent that m Contracior’s reasonable discretion such access does ot
compromese the security of its operations or confidentiality of other customer data.

L. Data Breach. In the event that Student Data 13 accessed or obsained by an unauthorized
individeal, Provider shall provide notification 8o LEA within & eeascaable smoant of time of the
nident. Provider shall follow the following process:

& The seowrity breach notification shall be writien ia plain linguage, shall be titlod “Notiee
of Data Breach.” and shall present the information described herein under the following
headings: “What Happenod.” “What Information Was lnvolved.” “What We Are Dolng,”
“What You Can Do.” and “For More Information ™ Additional information may be
provided as a supplement 1o the notice,

b Ihe secunity breach sotification describod abonve in section 2(a) shall inchade. ot a
minimum, te following mfoemation:

L The nume and comtact information of the reporting LEA sebject 1w this section.

il A Bist of the nypes of personal information that were o are rexscsably belicved %o
have boen the subject of a becach.

fii. 11 the information is possible 10 determiine at the tiane the notice Is provided, then
euther (1) the date of the breach, (2) the extimanad date of the beeach, or (3) the
date range withan which the Breach ocowred. The sotification shall also include
the date of the notxe.

Iv. Whether the notification was delayed x5 a result of 2 law enforcemsent
investigation. if that information is possible to desenmine at the time the notce &
provided.

v, A goneral descnption of the breach incident. if that information is possible wo
determsine at the time the sotice is pronided.

e AtLEA's discretaon, the security breach notification may s include sy of the
folloming:

& Information about what the agency has done 10 protect individuals whose
information bas boen breached,

i Advice on steps that the person whose information bas boen breached may take %0
procecs bissell o herself,

d. Provider agroes to adhere to all requirements in spplicable State and in federal law with
respect 10 a data breach related to the Stodent Data, inclodieg, when appropriate or
required, the roquired responsibilities sad procedures for notification aed mitigation of
any such data broach

e. Provider further acknowlodges s agrees 10 have & witien incident response plan that
reflects best practices and & consttent with indotry stamdards and foderal smnd state law
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for responding to a data breach, breach of security, privacy incident or unauthorized
acquisition or use of Student Data or any portion thereof, including personally
identifiable information and agrees to provide LEA, upon request, with a copy of said
written incident response plan.

f. At the request and with the assistance of LEA, Provider shall notify the affected parent,
legal guardian or eligible pupil of the unauthorized access, which shall include the
information listed in subsections (b) and (c), above.

ARTICLE VI- GENERAL OFFER OF TERMS

Provider may, by signing the attached Form of General Offer of Privacy Terms (attached hereto
as Exhibit “E”), be bound by the terms of this to any other LEA who signs the acceptance on said
Exhibit. The Form is limited by the terms and conditions described therein.

ARTICLE VII: MISCELLANEOUS

1. Term. The Provider shall be bound by this DPA for the duration of the Service Agreement or so
long as the Provider maintains any Student Data. Notwithstanding the foregoing, Provider agrees
to be bound by the terms and obligations of this DPA for a period of three (3) years, or so long as the
Provider performs services under this Agreement, whichever shall be longer.

2. Termipation. In the event that either party seeks to terminate this DPA, they may do so by mutual
written consent so long as the Service Agreement has lapsed or has been terminated.

3. Effect of Terminatiop Survival. If the Service Agreement is terminated, the Provider shall
destroy all of LEA’s data pursuant to Article V, section 1(b).

4. Priority of Agreements. This DPA shall govern the treatment of student records in order to

comply with the privacy protections, including those found in FERPA and all applicable privacy
statutes identified in this DPA. In the event there is conflict between the terms of the DPA and the
Service Agreement, or with any other bid/RFP, license agreement, or writing, the terms of this
DPA shall apply and take precedence. Except as described in this paragraph herein, all other
provisions of the Service Agreement shall remain in effect.

5. Notice. All notices or other communication required or permitted to be given hereunder must be

in writing and given by personal delivery, facsimile or e-mail transmission (if contact information
is provided for the specific mode of delivery), or first-class mail, postage prepaid, sent to the
designated representatives below:

The designated representative for the Provider for this Agreement is:
Nearpod Inc., Attn: Natali Barski-Meyman, Esq.

1855 Griffin Road, A290, Dania Beach, FL 33004

legal@nearpod.com

The designated representative for the LEA for this Agreement is:

Beaverton School District, Attn: Jim Newton
16550 SW Merlo Road, Beaverton, OR 97003
Jim_Newton@beaverton.k12.or.us
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6. Entice Ascecment. Thes DPA constitutes the entice agreement of the parties eclating 10 the
subject matter hereof and supersedes all priof commumscations, represcatalions, of agrecments,
oeal or written, by the parties relating thereto, This DPA ssay be amended and the observance of
any peovision of this DPA may be waived (cither genesally or in any particular instance and
cither retroactively or prospectively ) only with the signed written consent of both parties. Newther
fwlure mor delay on the part of any party i exercising any right. power. or privilege hereunder
shall operate as a wadver of sach right, nor shall any single or partial excrcese of any sech right,
power, or prvikege preciude any funher exercise thereof or the exercise of any other right,
power, of privilege.

7. Soarrability. Any provisson of Bas DPA that is probateted or unenforocable in any jurisdiction
shall, as 1o such parisdiction, be mefTective 1o the extent of such prohibition or unenforceability
without invalidating the remaining provisions of this DIPA, and any such prohibion or
wnenforceability in any jurisdiction shall pot invalidate oe render unenforceable such provision in
any other parisdiction. Notwithstanding the foecgoing, I sach peovision could be more sarrowly
drawn 50 as not 80 be prohibited or usenforccable ia such jurisdicton while, a1 the samse time,
maintaning the iment of the partics, it shall, &s 10 such jurisdiction, be so narrowly dran
without invalilating the remuming peovisions of this DPA or alfecting the valadty or
enforccability of such provision in any other jurisdiction.

8. Csocomios Lan: Yenue and Judsdiction TS DPA WILL BE GOVERNED BY AND
CONSTRUED IN ACCORDANCE WITH THE LAWS OF THE STATE IN WHICH THIS
AGREEMENT IS PERFORMED, WITHOUT REGARD TO CONFLICTS OF LAW
PRINCIPLES. EACH PARTY CONSENTS AND SUBMITS TO THE SOLE AND
EXCLUSIVE JURISDICTION TO THE STATE AND FEDERAL COURTS FOR THE
COUNTY IN WHICH THIS AGREEMENT IS FORMED FOR ANY DISPUTE ARISING
OUT OF OR RELATING TO THIS SERVICE AGREEMENT OR THE TRANSACTIONS
CONTEMPLATED HERERY.

9. Auntheriny. Provider represents that & s authorized 10 bind %0 the 1erms of this Agreement,
including confidentiality and destruction of Student Dats and any portion Shereol contained
therein, sl related or associated institutions, individeals, employces or contractors who may have
access o the Student Data and‘or any portion thereol. or may own, lease or control oguepment or
facilatics of any Kind where the Student Data and portion thereol is stored. masntained or wsed in
any way.

10. Yahge No delsy or omisson of the LEA 10 exercise any right horownder shall be constraed as &
waiver of asy such right and the LEA resorves the right 1o exercise amy such right from time 10
time. as often as may be deemed expedient.

| Ssgwarere Page Follows)
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IN WITNESS WHEREOF, the parties have executed this Oregon Student Data Privacy Agreement as
of the last day noted below.

Insert Vendor's Name

BY-////% Date: INsertDate  May 13,2019

Printed Name: Maurice Heiblum  Title/Position: President and COO

Address for Notice Purposes:
1855 Griffin Road, A290, Dania Beach, FL 33004

Beaverton School District

py. Jomes Alan Newdtor . October 21, 2019

Printed Name:James Alan NewtonTitle/Position: Manager of Application Development

Address for Notice Purposes: Begverton School District
District Administration Center
16550 SW Merlo Road
Beaverton, Oregon 97003
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EXHIL "AT
Nearpod offers the following services:
o Full access %0 Newpod's imeractive studest engagement platform inchadng formative avsessments. VK
experences, feal-tane data. and more.

o Uslimitod acoess 10 the Nearpod Lesson Lidvary featuring 7,000+ ready 5o rum lessons from trusted portsers sih
as Newscla, Desins, Readworks, and PRET.

*  Nearpod Learsing Labs: Scalabie, expent-dorived Professional Developenent w support acadomic & whole child
witiatives.

e Digital Criremahip & Linoracy featuring Common Serrse Education
o Social & Emotional Leaming fosunng Common Sense Education
o College & Career Exploration featiring VR Toun

¢ Hisoncel Perspectives & Lineracy festuring the Pulitaer Comer

o Newpod EL with scaffobed K- 12 content merom all grade lovels
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EXHUBIT 5"
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Meta deta on user specify:
‘m"“ imteraction with Student school
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Odher envoliment
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Student class Parent'Guardian | Address
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1”2
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FRVTTLTE e
DEFINITIONS

ACPE (Asseciation for Computer Professionals in Education): Reters to the membership
organization serving educational I'T professiomals in the stmes of Oregon and Washingion w0 peomnose
goneral recognition of the role of IT professionals in educational institutions. impeove network and
compeier services. imegrale emerging wechnologies: encourage appropriate use of imformation
sechoology for the improvement of education and support standards whereby common imterchanges of
clectromic informatson can be accomplishod efficaently and effectively.

Covered lnformation: Covered Information means materials that rogand a stadient that arc s any media
o foemat and acludes maserials &5 sdentified by Ovegon SB 187 (2015), The categorics of Coverad
Infoemation under Ovegon law arc Sound in Exiatwt B, For purposes of this DPA, Covered Informsation is
referred 10 28 Seadent Dena

Educational Records: Educational Reconds are official reconds, files and data directly related 50 a
student and maintained by the school or bocal edocation agency, including but not kmited to, reconds
encompassang all the material kopt in the student”s cumulative folder, such as geaeral identifying &ata,
revords of atsendance and of academic work completod, recoeds of achscvement, sed results of evaluative
seats, health data, Sosciplinary status, and test protocols, For purposes of this DPA, Edecatscsal Records
are referrod 1o as Student Data,

De-ldentifisble Information (DI} De-ldentification refers 10 the process by which the Vendor
removes of obscures sy Personally Identifiable Information (“PI") from student recoeds in a way that
romoves or minimiecs the risk of disclosure of the idostity of the individual and mformation about them.

NIST $00-63-3: Draft National Instisese of Standards and Technology (“NIST™) Special Publication
$00-63-3 Digital Authentication Gesdeline.

Operator: The term "Operator™ means the operator of an Imternet Website, online service, online
application, or mobile application with acteal knowladge that the site. service, or application is used
primanily for K-12 school purposes and was designed and marketad for K12 school purposes. For the
purpose of the Service Agreement, the term “Operator” is replaced by the torm "Provider.™ This wrm
shall encompass the torm “Thind Party.™ as 31 & found i applicable stale statues.

Persoaally [destifiable Information (PI1): The tems “Persomally [dentifiable Information”™ o “PIIT
shall isclude, but are not limited 10, stoden data, metadata, and user o pupil-generatod content obtained
by reason of the use of Provider's software, website, service, or app, including mobile apps. whether
pathered by Provider or provided by LEA or its users, students, or stodents’ paronts'guardians. PlI
inchades Indirect Identafiors. whach is any information that, cithor alome or in aggregate, would allow a
reasonable person to be able 1o idontify a stadent 10 a reasonable cortainty. For purposes of this DPA,
Personally Identifiable Information shall inclode the catogonies of information listed m the defimition of
Student Data,
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Previder: For purposes of the Service Agreement, the term “Provider” means provider of digieal
educational software o services, including cloud-based services, for the digeal storage, masagement,
and retrieval of pupil records. Withis the DPA the temm “Provider” inchades the teem “Thind Parmy™ snd
the torm "Operator™ as wsed in applicable state stntuses.

Pupil Generated Content: 1he term “pupil-gencrated comtent™ means materzals or cossent cremtod by a
popil during and for the purpose of education including. but not limited 1o, essays, resesch reports,
poctfolios, creative wriling, music or other audio files. photographs. videos. and account information tat
enables omgoing ownership of pupil content.

Papil Recerds: Means both of the following: (1) Any information that directly relates so a pupdl that is
stintained by LEA and (2) any mformation acguired directly from the pupdl theough the use of
mtructional software or spplications saagned %0 the pupel by a seacher or other LEA employee. For the
prurposes of thes Agreement, Pupsl Records shall be the same as Educational Recoeds, Student Porsonal
Infoemanion and Covered Infoemation.

Service Agreemsent: Refers 1o the Contract or Purchase Order 10 which this DPA supplements snd
modifies.

Scheel Official For the purposes of this Agreement and pursuant 10 34 CFR 9931 (B), a School
Oficial 1 3 contractor that: (1) Peeforms s institetionn] service or function for which the agency or
astitution would otherwise use employees and (2) Iy subsect 10 34 CFR 99,3 4a) governing the use and
re-disclosure of persosally identifiabie infoemation from student reooeds.,

Student Data: Student Data includes any dota, whether gathered by Provider or peovided by LEA oc its
users, stadonts, or students” parents/guardians, that is descriptive of the student inchading, but not limited
%0, information in the student’s educational record or email, first and last name, home address, iciephone
oember, cmail addross, or other imformation allowing caline contact, discipline rocards, videos, tost
results, specaal edecation data, juvenile dependency recoeds, grades, evaluations, crmminal recoeds,
medical recoeds, health records, social secunity numbers, bioesetric infoemation, dissbalitics,
socioeconcense infoemation, food purchases, political affilations, religious information lext

documents, student ientifiers, search activity, photos, voiloe recordings or geolocation snformation.
Student Data shall constitute Pupil Recoeds for the purposes of this Agreemsent, and for the purposes of
Ovegon and Foederal laws and regulations. Student Data as specified in Exhibit B is confirmed to be
collectod or processod by the Provider pursuant to the Services. Stodent Data shall not constitute that
informatson that has beon ancmymésad or de-identified, or anonymoss wsage data rogarding a stadont's
use of Provider's services

SDPC (The Stadent Data Privacy Comsortium): Reters 1o the national collaborative of schools,
providers addressing real-world, adaptable. and nplementable solutions 10 growing data privaxy
concems.

Student Personal Information: “Stadont Persoral Information” means snformation collectod theough o
school service that penonally identifies ao individual stadest oe other information collected and
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maintained about an individual stedent that is linked to information that identifics an individeal student.
For purposes of this DPA. Student Porsonal Information is referred 1o as Student Data.

Subseribing LEA: An LEA that was not party 8o the onginal Services Agreoment and who accepts the
Pronvider’s General Offer of Privacy Terms

Subprocessor: For the purposes of this Agreement, the term “Subpeocessor™ (sometimes refemed 10 &
the “Subcontractor™) means a party other than LEA or Provider, who Provider uses for data collection,

analyes, storage, or other service 10 operate and'or improve its softwaee, and who bas access to Pl

Targeted Advertising: Tarpetod advertising meams prescating an advertisement 0 a student where the
selection of the advertisement is based oo student information. stedent records or stodent generated
coment or inferred over time from the ssage of the Pronider’s websing, online servioe or mobile
application by sach student of the retention of such student’s onling activities or requests over time.

Third Party: The tens “Thisd Party ™ mcans a peovider of digitel odocaticoal soflware or services,
nxluding cloud-based services, for the digital ssornge, mansgement, and retrseval of pepid seconds.
However, for the purpose of this Agreement, the terms “Thisd Party™ when used 10 indicaie the peovider
of digital educational software or services is replaced by the term “Provider.”
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ENLUBLL DT
HRECTIVE FOR DISPOSITION OF DATA

[Name or District or LEA] directs [Name of Company | to dispose of data obtaiecd by Company
peesuant o the serms of the Service Agreement between LEA and Company. The serms of the
Disposition arc st forth below:

1. Extent of Disgosision

Disposation i partial, The categonies of data to be disposod of are set forth bedow or are found in
an sackement 10 this Dicoctive:

Insert categories of data

e I NspOsiticn is Complete. Disposition extends o all categories of data,
3N ( Dispositi
—Disposition shall be by destruction or deletion of duta

. Disposation shall be by a transfer of data. The data shall be transferred to the following site o
follows:

Insert Special Instructions

3 Tinsmg of Disposition

Data shall be disposed of by the following dase:
—As s00n as commercially peacticable

— By

4. Signatues
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EXHIBITCE?
GENERAL OFFER OF PRIVACY TERMS

1. Offer of Terms

Provider ofters the same privacy protections found in this DPA between it and b@&\/ef tor EC(/\OO
and which is dated May 9, 2019 to any other LEA (*Subscribing LEA”) who accepts this General
Ofter though its signature below. This General Otter shall extend only to privacy protections and
Provider’s signature shall not necessarily bind Provider to other terms, such as price, term, or schedule
of services, or to any other provision not addressed in this DPA. The Provider and the Subscribing LEA
may also agree to change the data provided by the Subscribing LEA to the Provider to suit the unique
needs of the Subscribing LEA. The Provider may withdraw the General Offer in the event of: (1) a
material change in the applicable privacy statutes; (2) a material change in the services and products
listed in the Originating Service Agreement; or three (3) years after the date of Provider’s signature to
this Form. Provider shall notify either the ACPE or SDPC in the event of any withdrawal so that this
information may be transmitted to the Alliance’s users.

Insert Vendor's Name
%/ ue. May 9, 2019

Printed Name: }U! pe. SO Title/Position: CO B CO.

i DSt

2. Subscribing LEA  |nsert the Name of the Subscribing LEA
A Subscribing LEA. by signing a separate Service Agreement with Provider, and by its signature below,

accepts the General Ofter of Privacy Terms. The Subscribing LEA and the Provider shall therefore be
bound by the same terms of this DPA.

BY: Date:

Printed Name:___ Title/Position

Please send counter-signed form to:
Nearpod Inc.

Attn: Natali Barski-Meyman, Esq.
1855 Griffin Road, A-290

Dania Beach, FL 33004

legal@nearpod.com
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Insert additional data securlly requirements
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